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The objective of this project is to create a secure way for people to communicate over the Internet.  We propose an encrypted messaging program.  Through this program people will be able to have secure conversations with fellow employees in the same office or even in other offices across the world.  The goal is not to replace communication mediums such as e-mail and telephones, but to simply provide a secure, faster alternative for quick conversations.  The program can be purchased by a company and clients installed on all employee computers, while having a central server at a location of their choosing.  Patches for bugs and small enhancements to the program will be available for free online, and version updates will be available for purchase.  The technical staff of the company will be responsible for most of the maintenance and support of the software.
Our program will allow secure conversations between two people and secure transmission of files.  Initially the product will contain only this top-level functionality.  However, if the idea catches on we can add other features such as group conversations and video messaging.  The program will be beneficial for all businesses because they need to keep their correspondences and data hidden from prying eyes.  A chat tool for the employees is also very efficient for small discussions and announcements which do not warrant an actual meeting.
In our program both clients will connect to a central server through the TCP/IP protocol.  The messages and files will be encrypted using the RSA public key-private key algorithm and the GOST symmetric key algorithm.  Also the MD5 hashing algorithm will be used to generate encryption keys.  One possible attack on the system is someone capturing the data and masquerading as a trusted user by resending previous data.  Techniques will be implemented to prevent such partial or complete message re-transmission by outside parties.  On the server side of our application, the list containing each user’s contact information will be stored.  Each company will have their own server.  The list can be organized by departments, teams, groups, etc.  Each employee can download and customize his or her own list.  The list will also be searchable by information such as employee name, email address, etc.
The users will have the ability to format their messages by adding bold-faced, italicized, and underlined text.  Also, messages can be customized with specific font sizes and colors. Users will have the option to save their conversations into text files for later retrieval or to be archived.  When a user receives a new message, the program will alert him or her by playing a recorded message identifying the sender.  Each user will have a personalized pre-recorded message. Users will also be able to set up away messages to indicate when they are away from their computer.
To ensure the safety of each user’s account, it will be protected by a password.  This password will also be the basis for the user’s encryption keys.  By using the password to generate the user’s keys, the user will not be required to remember a 256-bit binary string.  This also discourages users from writing down their passwords (and thus negating the security measures in our software).
Our main target audience for this program is small to medium sized businesses who cannot afford MSN Messenger Connect.  Also, contracting companies working with our customers can purchase the software to help facilitate project communication.  Employees who telecommute will also benefit by the ability to securely communicate with their coworkers.  In general, all companies and individuals who require convenient and secure means of communication can benefit from our product.
Like any software project, there are various risks involved in the sale and development of our product.  First of all, there is a financial risk: there might not be a big enough market for our product since there are similar programs like MSN Messenger Connect and XIM in existence.  Companies might be inclined to go with proven products especially since security is the main focus of this type of software.  As mentioned earlier however, we plan to undercut the Microsoft product, and hence attract business from small-medium sized companies.  The project also assumes that we can readily find the theory and implementation of the encryption algorithms (RSA, MD5 and GOST) since it would be infeasible to implement those from scratch.  Another risk is that the team members might not be able to learn the skills required to successfully complete the project in the 7-8 weeks that we have.  However, if the team can find the implementations of the encryption algorithms above, then it should not need any complex mathematical knowledge and the programming aspect should be feasible.  Finally, there is a possibility that the encryption algorithms we chose might be broken in the near future.  However, as of 2004, the largest number factored by general-purpose methods was 174 decimal digits (576 binary bits) long, using state-of-the-art distributed methods.  The RSA keys we will be using are typically 1024-2048 bits long.  So the chances of anyone breaking our encryption in the near future are slim at best.
